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Introduction
As the technology and Internet continues to evolve rapidly the world in response is becoming a
global village with almost everything running on the cyber space, affecting most aspects of our
lives, enabling growth, dismantling barriers to commerce, and allowing people across the globe
to communicate, collaborate and exchange ideas. With this great success, comes many
challenges as hackers are becoming more sophisticated by the day with a spate of attacks.

World Bank’s statistics in 2015 states that over 47.4% of the Nigerian population use the internet
and clearly this rate should have increased by now. With the increased rate of cyberattacks, it is
expedient to analyze our readiness and consider the cost in terms of value that will be lost as
result of an attack.
This paper attempts to analyze the readiness of Nigeria on cyber security. With this in mind that
‘cyber-security’ may not necessarily be a new terminology in Nigeria’s Information Technology
trend, an analysis of its readiness is most crucial at this point especially owing to the fact that a
detailed plan and strategy called the ‘National Cybersecurity Policy/Strategy’ has been drawn
out.

2

Current State
Going back in time, Nigeria could safely be assumed to be one of the most peaceful nations of
the world in terms of terrorism. Then came the cases of terrorists attacks that have sky-rocketed
into an unimaginable state even up to the level of being black-listed as a terrorist nation. The
erstwhile president, Goodluck Ebele Jonathan, in July 2014 admitted that the intensity of terrorist
attacks took the Nigerian government and security agencies unaware.
The unfortunate reality now is a new terrorism attack is gradually brewing around the world with
more sophisticated weaponry. This attack may not be in a close combat as the Boko-Haram, but
can be comparable in the cyber space context. Just like how the ‘Boko-Haram terrorist attacks
could not be imagined to be the fate of Nigerians, evolving to the stage of participating in highscale cybercrimes in Nigeria still feels like a level we can’t get to.
The FBI in 2013, said they expect cyber threats to surpass the terrorism threats in
few years to come and we have seen some good evidences to this report.
The financial sector has been reported to be the most IT driven sector into the country. No
wonder the most pervasive crimes in the country till date remain electronic fraud using ATM
cards and electronic banking platforms. The Nigerian financial sector losses an estimated $450m
to digital fraud and with the move to a ‘Cashless Society’ and cyber-predators are lurking just
around the corner.
Several reports have shown Nigerian Hackers participating in malicious activities on the global
cyber sphere such as the $3 billion heist recently reported by the FBI that affected over 500
companies in over 50 countries including Germany, UAE, India and Russia.
A recent News report has shown that the Nigerian Hackers that were formally known to use less
sophisticated hacking techniques have evolved into using RATs and Key-loggers. With this much
improvement on the part of the attackers, the question we should be asking ourselves as a
country is if we have the adequate capacity and measures put in place to stay afloat on cyber
threats.
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Cyber-attacks termed as ‘Cyber-war’ could range from Website Hijacking, Distributed Denial of
Service to espionage to mention a few. In Nigeria it was reported that the website of the
Independent National Electoral Commission (INEC) was hacked on the day of the 2015
presidential election. Such forms of attacks are becoming more popular over the years.
In Nigeria currently, five (5) key threats have been identified to be the core challenges to the
nation. They are;

These threats have endangering implications on the nations active participation in the cyberspace.
The office of the National security adviser in 2015, developed a common framework that
aggregates Nigeria’s collective response towards addressing the challenges in tackling
cybersecurity in its ‘National Security Policy’. The National Security Policy outlines the actions
government and other stakeholders will take to lessen the risks and secure the gains of our
continuous dependence on the cyberspace.
There is no doubt that a critical look at Nigeria’s cybersecurity readiness and measures being put
in place to combat cybercrime is more needed now than ever because behind this increase in
technology advancement, lies new risks that threaten the economy and the security of the
citizenry.
Nigeria was ranked 4th among African countries for its preparedness to fight cybercrime
according to a report by the International Telecommunications Union (ITU). The union judged its
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member states on five core pillars including – legal, technical, organizational, capacity building
and cooperation. This could be said to be an achievement towards a bigger goal.
Other African countries that occupied the top-most positions are listed below with a brief
summary of what these nations have done to achieve this;
Mauritius as the top ranked country in the Africa region with particularly high
scores in the legal and the technical areas. Their Botnet Tracking and Detection
project allow the Computer Emergency Response Team of Mauritius (CERT-MU)
to proactively monitor and take measures to mitigate threats on networks within
the country. The IT Security unit of the government conducted 180 awareness
sessions for 2000 civil servants in 32 government ministries and department to
ensuring a good stand in capacity building among workers.
Rwanda was ranked 2nd in Africa with high scores in the organizational pillar.
Rwanda’s standalone cybersecurity policy which is committed to developing a
stronger cybersecurity industry to ensure a stronger cyber space addresses both
private and public sectors.
Kenya was ranked 3rd in the Africa with high scores in ‘Cooperation through its
National Kenya Computer Incident Response Team Coordination Centre
(National KECIRT/CC). The National Kenya CIRT coordinates across global,
national and regional levels. Globally it liaises with ITU, FIRST, USA and Japan
CIRTs among others; nationally, it liaises with other ISPs, the financial and
educational sectors and regionally it works with other CIRTS through the East
African Communications Organization.
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Recommendation
In trying to tackle challenges posed by cyber threats as a country, a major consideration should
be to identify our most critical infrastructure, identify vulnerabilities in them and analyze the
typical risks to each of these systems. An example of a critical infrastructure includes systems
hosting classified national security information amongst others. A long-term detailed plan that
will guide investments in securing our infrastructure should be devised.
Nigeria will do well to set her plans across the five (5) core pillars that were used by the
International Telecommunication Union (ITU) - legal, technical, organizational, capacity building
and cooperation. Taking an example from the countries that have already gone ahead, they had
their national Computer Emergency Response Team (CERT) enforced with an obvious goal to
liaise and respond to cyber emergency cases. Nigeria has done well to come up with her own NGCERT. NG-CERT should work towards proactively monitoring and taking measures to mitigate
threats on networks within the country.
The Bank Verification Number (BVN) implementation was a good start by the Central Bank of
Nigeria which has reportedly reduced electronic payment fraud by 63% and attempted online
fraud by 45.98%. An equally significant measure should be proposed for Ministries, Departments,
and Agencies to link all MDA databases together. This will help achieve ‘Data Harmonization’
which will in turn assist cyber forensic/assurance specialists overcome the cybersecurity
challenges in Nigeria. A data harmonization approach could save cost by channeling defense
resources to a single pane of glass.
As a nation, we should work towards developing capacity for cybersecurity. A massive investment
in training initiatives for students and workers, wide-scale federal government and private sector
scholarships for students with interests in cybersecurity and the inculcation of cybersecurity in
our school curriculum are all good ways to start. We need to win the future and that can still be
saved by educating the present.
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The enactment of the cybercrime bill into law was a good start for the country. A national budget
that caters for the research development and other demands of cybersecurity should always be
put into consideration. All routes to cyber capacity must be taken.
We could build a National Cyber Command Center that will be the go-to center for cyber security
in Nigeria and will facilitate cyber intelligence integration for all government parastatals and
private institutions in Nigeria. Collaboration among stakeholders and cyber-intelligence sharing
is key to having a united front against cyber terrorism.

It will be difficult to estimate the level of damage a successful catastrophic cyber-attack may
cause on Nigeria’s present economy but it will be much better if we stay prepared while we are
still relatively safe than to start looking for escape routes when caught unawares.

“Better Safe Than Sorry”
In conclusion, Nigeria has some controls in place already to tackle cybercrimes but it will do her
better to set those controls into actions. A 4th place in the ITU’s regional ranking of most prepared
member countries is a good way to start but there is a need for improvement.
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About Blacksentry
BLACKSENTRY is the Data Analytics and Cybersecurity arm of Layer3, delivering a set of worldclass products and services.
Today, companies of all sizes are faced with large volumes of data growing exponentially, but
challenged with gaining insights for rapid decision making as well as securing this data.
Enterprises depend on us to secure and evolve their IT environments by accelerating their
business agility and performance through advanced analytic and cybersecurity solutions.
We help organizations and the government gain insights into large volumes of data for rapid
decision making while also providing solutions to monitor and protect critical network and data
assets through specialized techniques.
We are led by a strong team of experts with deep experience in Data Analytics and Cybersecurity.
Our clients consist of companies, renowned enterprises and government agencies and our
solutions solve complex and extremely critical problems.

Email: enquiry@blacksentry.ng
Website: www.blacksentry.ng
Phone Number: 0700 052 9373
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